O He00X0UMOCTH MOBBIIIEHNSI YPOBHSI MPAaBOBOM 1 (PpHUHAHCOBOIT
rPaMOTHOCTH I'PaKJaH H «<KKOMIILIOTEPHOI THTHEHe» CPe/an
du3nyecKuX U IPUANYECKUX JHIL
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B coBpemeHHOM MUpe NPOTUBOAEHCTBUE KMOEPIPECTYITHOCTHU SABJIAETCSA OJHOM U3 Haubosiee
AKTYaJIbHBIX U CJIOXKHBIX KPUMUHOJIOTMYECKUX MpoOsieM. BrICOKast TaTeHTHOCTh, POCT YHCA
KHOepIpecTyITHUKOB, COBEPIIEHCTBOBAHNE MH(POPMALIMOHHBIX TEXHOJIOTUH, CO3/al0I1e HOBbIE
BO3MOKHOCTH COBEPIIECHUS STUX MPECTYIUIEHHUI, HEOOXOIUMOCTh UHBIX TOJIXO/I0B TPOTUBOJCHCTBHS
NPECTYIJIEHUSIM, COBEPILIAEMbIM B BUPTYaJIbHOM IIPOCTPAHCTBE, CO3/1AI0T YTPO3bl ISl [NI0OAJIbHBIX
MH(pOPMAIIMOHHBIX ceTel 1 OOIIECTBA B LIEIOM.

Kub6epnpectynienuss — 3T0 NpecTyIUIeHUsl, COBEpIIIaeMbIE C UCTIOIb30BAHUEM COBPEMEHHBIX
MH(POPMALIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTH, T.€. C UCHOJIb30BAHUEM KOMITBIOTEPHON
TeXHUKU u/wi HTepHeTa B ”HPOPMAITMOHHOM (BUPTYaJIbHOM) ITPOCTPAHCTBE, B KOTOPOM
HaXOJATCS CBEJICHHS O JIMIIAX, MpeaMerax, (hakTax, COOBITUSX, SIBJICHUSX, HAXOASAIINECS B IBHKECHUM

© 2024 Crenctsennoe ynpasnenue Crencrsenroro komurera Poccuiickoit ®eneparmn o Pecriyonike Toia



10 JIOKQJIbHBIM U IJI00QJTbHBIM KOMITBIOTEPHBIM CETSIM, JIMOO CBE/ICHH S, XpaHSIIUECs B TaMSITU
Mo00ro (PM3MUYECKOrO WM BUPTYaIbHOTO YCTPOWUCTBA, WIIM JPYrOro HOCUTES, IPeJHA3HAUYEHHOTO
IJIs1 MX XpaHeHus1, 00pabOTKU U MepeiayH.

[Tpectynenus B 1aHHOU cdepe B HACTOsALIEE BPeMs JOCTUIIIN OIPEEIEHHOIO pa3maxa, 4eMy
CIOCOOCTBYET IMOBCEMECTHOE MOJKI0YeHre K IHTepHeTy ¢ moMoIipio HOyTOYKOB, cMapT(OHOB U
TUIAHIIIETOB, U TI0 MPaBY CYUTAETCS OJHOW M3 CaMbIX MPUOBUILHBIX CTaTell KPUMHUHAILHOTO OM3Heca B
nesiom. C nomorpio cetu «IHTepHeT» KMOepIpecTyITHUKA MOTYT COBEpIIIATh MPECTYIICHE
AQHOHMMHO, CKPbIBATh CBOIO UCTUHHYIO JIMYHOCTh. Ee TpaHCrpaHUUHBIN XapaKkTep HE OrpaHUYMBaET
IIPECTYITHUKOB TEPPUTOPUAIIBHBIM ITPOCTPAHCTBOM U MO3BOJISAET YXOAUTH OT YTOJIOBHOU
OTBETCTBEHHOCTH.

HawnbGonee yacto knbGepnpecTyrieHus SBISI0TCS (PUHAHCOBO-OPHEHTUPOBAHHBIMU U
OCYILECTBJISIIOTCSI HOCPEACTBOM CJIEIYIOIIMX TUIIOB aTakK:

- (huIIHHT - 10JTyYeHue JOoCTyIa K KOH(PHUISHIMAIbHBIM JaHHBIM I10JIb30BaTelIsl (JIOTMHAM U
[apoJisiM), C IOMOUIbI0 BUPYCOB, IIMMOHCKUX IIPOrpaMM, IIPOrpaMM-BbIMOraTesiel U Apyron
COLMAJIbHOW MHKEHEPUHM — Yallle BCETO C LEJIbI0 KPakU JIMYHBIX JaHHbIX WA (PUHAHCOBBIX

cpencTB. B mogoOHBIX cxeMax U3IMO0JIEHHBIM CPEJICTBOM 3JI0YMBIIIJIEHHUKOB SIBJISETCS SJIEKTPOHHAS
noyrta. CyTh METO/1a 3aK/II0YAETCS B IPUHYKJIECHUH M0JIy4aTesisl MUCbMa K Nepexo/1y MO CChUIKE OT
MMEHHM JISTUTUMHOW OpraHu3aiuu (OaHKa, HAJIOTOBOM CITYXKOBI, TOMYJISIPHOTO UHTEPHET Mara3uHa u
T. A.). B H0100HBIX ciTyydasx Lesblo, 3a4acTylo, AABJIAETCS OBJlajleHne OAHKOBCKUMU JaHHBIMU

- KHOepBbHIMOTaTeJbCTBO. Kak mpaBuiio, y Mojib30BaTesisi WM KOMIIAHUHU TIOCIIE 3arpy3Ku
BPEJOHOCHOTO KO/Ia MM pyoTcs (aiiibl, a 3aTeM MOCTYMaeT MpeyIokKeHUe O BOCCTAHOBJIEHUH B
0OMEH Ha JIeHe)XHOe BO3HArpaxjaeHue (0ObIYHO B BUJIe ONTKOMHOB WJIHM JAPYTOM KPUITOBAIOTH), TaK
KaK TOCyJapCTBEHHbIC JIeHEKHbIE 3HAKU MOKHO OTCJIEIUTh, & KPUNTOBATIOTY OTCJIETUTD CIIOKHO

- (puHAHCOBOE MOIIEHHHYECTBO, KOTOPOE B OCHOBHOM CBSI32HO CO B3JIOMOM KOMITBIOTEPHBIX
CHCTEM OIepPaTOPOB POHMYHOW TOPrOBIIH C IIEJbIO MOTyYeHHsI OAHKOBCKUX JAHHBIX O MOKYMATEJIsX
(TaK Ha3bIBAEMBIC 1IE€JICBBIC aTaKI/I) WJIK TTOCJICAYIOIIUMU MAaHUITY JIAUAMA HOqueHHOf/i
uH(popmarmeir. HekoTopblie TUITBI MOIIIEHHMYECTBA, CBSI3aHHOTO ¢ (PMHAHCAMU, YPE3BBIYANHO CJI0KHO
OOHAPYKHUTb.

KubeprnpecTynmHUKH UCTIONB3YIOT LIEJbIA apCeHaNl Y3KOCTIeUAIbHBIX 3HAHUI M HABBIKOB B IIEJISIX
MOJTyYeHHs] HECAHKIIMOHUPOBAHHOT'O JIOCTYIA K OAHKOBCKMM CUETaM, COBEPIIIEHHS KPax JTMYHOCTH,
BBIMOTraTeJIbCTBA (PMHAHCOBBIX CPEJCTB, MOLIEHHUYECTBA, PECIIEIOBAaHNS U 3aIlyTUBaHUS WU
WCIOJIb30BAaHU S 3aPAKEHHOIO KOMITBIOTEPA B PA3BETBIIEHHOW CETH C LIEJIbIO COBEPIIICHUS aTak Ha
KPYITHbIE OPraHU3al1H.

[TpoTtuBOAEHiCTBIE KNOEPIPECTYIUICHUSM BXOAUT B 00S3aHHOCTH MPABOOXPAHUTENIBHBIX OpraHoB. Ho
CaMH TOJIb30BATEIH TAKKE MOTYT CYIIECTBEHHO MOCIIOCOOCTBOBATh PECEYEHHIO POCTa
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KHUOEPIIPECTYMTHOCTH, 3a0JIOKMPOBAB OCHOBHOIM METO]| pACIIPOCTPAHEHHUsT KNOEPIPECTYILICHUIA:
BPEOHOCHOE MPOrpaMMHOE 0OecCTIeYeHHE.

N36aBUBIIKCH OT BUPYCOB, IIITMOHCKOTO MTPOrPaMMHOT0 00ecHedYeH s 1 IPOr paMM-BbIMOTaTeei ¢
MIOMOIIIBIO COBPEMEHHOT0 U 3(P(EKTUBHOIO aHTUBHpPYCca Bbl HE TOJIBKO 3aIIUTUTE CBO KOMITBIOTED
OT BPEIOHOCHOM ITPOrPaMMBl, HO IIPECEUYETE MOMBITKU 3JI0YMBIIUIEHHUKOB I10JIy4aTh BHITOAY, B TOM
yucie Bamm (puHaHCOBbBIE CpeAcTBa NPOTUBO3aKOHHO — YTO SBJISETCS UX OCHOBHOW MOTHBALIMEH.

CoseTnl IO npeaynpe;KaieHuro KﬂﬁepﬂpeCTyHJleHI/Iﬁl

- UCIIOJIb3YHTE JIMIIEH3MOHHOE IPOrpaMMHOE 0OecTiedeHHe IS 3aIlUThl OT 3apakeHUsT KOMITbIoTepa
WJIN MOOMJIBHOTO YCTPOMCTBA MPH YCTAaHOBKE Pa3IMYHbBIX TPOTPaMM;

- YCTAaHOBUTE aHTUBUPYCHYIO IIPOrpaMMy HE TOJIbKO Ha IIEPCOHAJIbHBIN KOMITBIOTEP, HO U Ha
cMapTdOH, MJIAHIIET U IPYTyI0 TEXHUKY;

- He 3arpyxaiire (ailyibl U3 HEPOBEPEHHBIX UCTOYHUKOB;

- HC IEPEXOAUTE IO CChUIKAM, COACPKAIMMMCA B ClIaM€ U APYTUX MOAO3PHUTEIIbHBIX JICKTPOHHBIX
n1ucbMax OTHpaBHTCHCfI, KOTOPBIX Bbl HEC 3HACTE;

- HC COO6H.I&fITC HUKOMY CBOM NIAPOJIA U JINYHBIC NAHHBIC,

- BO3JIEPKUTECHh OT MOKYIMOK Ha MaJIOM3BECTHBIX U MOJO3PUTENbHBIX MHTEPHET-CAlTaX U Yy JIMII,
OCYIIECTBJISAIONIMX MPOIaXy TOBAPOB WU YCIYT B COLMANTBHBIX CETSIX, OCOOCHHO MPH
HEOOXOIMMOCTH BHECEHHM S TTOJTHOM MPeJOTUIAThI 32 TOBAp WU YCIIyTH;

- HCHOHB3YﬁTC CJIOKHBIC ITapOJik, COCTOAIINE U3 KOM6HHaHI/Iﬁ LII/I(bp u 6YKB MNJIM MHBIX CUMBOJIOB;

- BO3JICPKUTECH OT MApOJIel — JaT POXAECHUs], UMeH, (DaMUIIHI, TO €CTh TeX, KOTOPBIE JIETKO
BBIYUCIIUTD JIUOO TIOJ00PATh.

Cobmonenue npaBui Oe3omacHoi padoThl B IHTepHeTe, TaKMX Kak BO3AEPKaHUE OT 3arpy30K U3
HEU3BECTHBIX UCTOUYHHMKOB U MOCEIICHHS CAUTOB C HU3KOM PeITyTalieil — 3TO 37PaBblid CMBICII.
BuumartenbpHOE 1 6epe>l<Hoe OTHOHICHUEC K CBOUM YYETHBIM U IIEPCOHAJIBHBIM JaHHBIM MOXKET
HOCIIOCOOCTBOBATH 3aIlUTE OT KHOEP3I0yMBIIUIeHHUKOB. OiHaKO Hanbosee 3(h(PeKTHBHBIM METOOM
3aIIUTBHI TO-TIPEKHEMY OCTAeTCsI UCTIOIb30BAHNE COBPEMEHHOTO M Ka4eCTBEHHOTO aHTUBUPYCHOTO
pelleHHSI.
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20 Mas 2021

Aodpec cmpanuypi: https://tuva.sledcom.ru/news/item/1574665
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